
PATRON-IT s.r.o. / Microsoft Entra ID: Defense

Martin Haller
Microsoft Entra ID 

Defense



PATRON-IT s.r.o. / Microsoft Entra ID: Defense
2

Entra ID:
Defense



PATRON-IT s.r.o. / Microsoft Entra ID: Defense

» Goals of attack (monetization)

» Entra ID: Attack surface

» Entra ID: Lateral movement & persistence

How we got here?
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» Actual and future threats

» Research of others
» https://www.cisa.gov/

» https://www.purple-knight.com/security-indicators/

» https://www.pingcastle.com/

» https://cyberdom.blog/2022/11/09/cloud-misconfiguration-risks-azure/

Where to start?
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https://www.cisa.gov/sites/default/files/publications/Microsoft%20Azure%20Active%20Directory%20M365%20Minimum%20Viable%20SCB%20Draft%20v0.1.pdf
https://www.purple-knight.com/security-indicators/
https://www.pingcastle.com/
https://cyberdom.blog/2022/11/09/cloud-misconfiguration-risks-azure/
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» Hardening (attack surface reduction)

» Monitoring

» Backup

» KISS (Keep It Simple, Stupid)

» Step by step

Main ingredietns
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Company with up to 1.000 seats and small internal IT department.

Context
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Entra ID:
Hardening
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» Never use hybrid accounts (synchronized between Entra ID and AD)

» Separated regular and privileged accounts

» Protect Azure AD Connect server (?Entra ID Connect?)

Privileged accounts

8



PATRON-IT s.r.o. / Microsoft Entra ID: Defense

» Microsoft Authenticator (Passwordless, Push, higher security)

» Microsoft Outlook (Purview, MAM, easier support, more functionality)

» Microsoft 365 Mobile App

Native apps
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» Limit Entra ID Join

» Limit App Registration

» Limit App Consent

» Limit Group Creation

» Limit Entra ID portal for users

» Limit Guests Invitations

» Limit Guests Visibility

Easy configuration
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» Exchange External Tag

» Self-serve password reset portal (disable for admins)

» Authentication methods

» Unified audit logging

Other configuration
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DEMO: Hardening
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EntraID-Hardening.mp4
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Entra ID:
Conditional
Access
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» Under which conditions you can access apps

» Security defaults vs. CA

» Default allow

» Not everything can be set as requirement

» All policies are being evaluated

» Azure App Web Proxy

» Guest access and MFA

» How many CA policies is limit?

» Authentication strength

Conditional Access (CA)
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» Global rules:
» Block legacy authentication

» Recommended: 

» Register Security information: MFA or trusted network

» Register or join devices: MFA

» Privileged users
» No persistent session, signing frequency

» Recommended: FIDO2, trusted network

» Users
» Start: MFA, Hybrid Joined Device or Compliant device

» Recommended: MFA (on company devices WHfB)

» No persistent session

Conditional Access - essentials
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» Public: BYOD (MAM)

» Restricted: Enterprise devices (Intune/GPO, EDR)

» Confidential: Subset of Enterprise devices 
(stricter configuration)

» Special:
» VPN: sign-in frequency

» RDP

Conditional Access – tiering?
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DEMO: Conditional Access
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EntraID-ConditionalAccess.mp4
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Entra ID:
Monitoring
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» Risky users

Monitoring - essentials
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Zdroj: https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#additional-risk-detected-sign-in 

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#additional-risk-detected-sign-in
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» Risky users

» Risky sign-ins

Monitoring
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Zdroj: https://learn.microsoft.com/en-us/azure/active-
directory/identity-protection/concept-identity-

protection-risks#additional-risk-detected-sign-in 

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#additional-risk-detected-sign-in
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#additional-risk-detected-sign-in
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#additional-risk-detected-sign-in
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» Risky users

» Risky sign-ins

» Defender alerts

Monitoring - essentials
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» Azure AD Audit Log
» Contains: changes done in Entra ID

» Retention: Free = 7 days, P1 = 30 days

» https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuditEventsV2PillsBlade

» Azure AD Sign-in Log
» Contains: sign-ins to M365

» Retention: Free = 7 days, P1 = 30 days

» https://entra.microsoft.com/#view/Microsoft_AAD_IAM/SignInEventsV3Blade

» Office 365 Unified Access Log (Microsoft Purview Audit)
» Not enabled by default.

» Retention: Free = 90 days (180 days), E5 = 1 year

» https://compliance.microsoft.com/auditlogsearch

» Log Analytics / Sentinel

» Everything you wanted to know about Security and Audit Logging in Office 365

Monitoring - logs
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https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuditEventsV2PillsBlade
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/SignInEventsV3Blade
https://www.microsoft.com/en-us/security/blog/2023/07/19/expanding-cloud-logging-to-give-customers-deeper-security-visibility/
https://compliance.microsoft.com/auditlogsearch
https://thecloudtechnologist.com/2021/10/15/everything-you-wanted-to-know-about-security-and-audit-logging-in-office-365/
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DEMO: Sign-in logs
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Další čtení: https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins 

https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins
EntraID-SigningLogs.mp4
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» Privileged groups/roles
» Break glass admin use
» GDAP / DAP
» Consent to apps
» Application permissions changes
» Application secrets modification
» Changes in authentication methods
» Use of TAP (temporary access password)
» Changes in trusted CA
» Changes in PTA (AAD Connect)
» Cross tenant sync
» Changes in mail flow
» Mass changes/deletions
» Hunting (apps, user agent,  not passing MFA, used countries)

Monitoring –what to search for in logs
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» Configuration revision

» Not used accounts (guests)

» Tools:
» https://github.com/cisagov/ScubaGear

» https://www.pingcastle.com/

» https://www.purple-knight.com/

Auditování
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https://github.com/cisagov/ScubaGear
https://www.pingcastle.com/
https://www.purple-knight.com/
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Number of applications in tenant?
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SCuBA M365 Security Baseline 31



SCuBA M365 Security Baseline 32
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PingCastle
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Entra ID:
Backup
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» Veeam Backup for Microsoft 365 
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Zdroj: https://www.veeam.com/backup-microsoft-office-365.html 

https://www.veeam.com/backup-microsoft-office-365.html
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Entra ID:
Implementation
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» Multitenancy is the challenge?

» Custom scripts

» 3rd party tools (MS Lighthouse, N-able, AdminDroid)

» Auditing tools (PingCastle, Purple Knight, Bloodhound, SCuBA)

» Licences: Microsoft 365 Business Premium (20,6 EUR/month)

» Office Apps, 

» Exchange, Sharepoint, OneDrive, ?Teams, 

» Entra ID P1, 

» Intune, 

» Defender Business, 

» Azure Information Protection

How to do it?
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» Disable sign-in

» Revoke sessions

» Check authentication methods for the user

» Reset password

» Inspect audit logs

» Enable sign-in

In case of account compromise
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» Extending hardening and monitoring

» Observation of trends in attacks

» Defender for *

» Intune (LAPS, Baselines, Applocker, WHfB)

» Azure resources

Keep on working
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Summary
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» Audit

» Hardening

» Monitoring

» Backup

» KISS!! Small steps!

» Keep learning

Summary
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Other
resources
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» https://www.cisa.gov/resources-tools/services/secure-cloud-business-applications-scuba-project

» https://docs.microsoft.com/en-us/security/compass/privileged-access-access-model

» https://aadinternals.com/aadkillchain/

» https://www.cisa.gov/resources-tools/services/secure-cloud-business-applications-scuba-project

» https://www.huntress.com/blog/legitimate-apps-as-traitorware-for-persistent-microsoft-365-compromise

» https://github.com/WillOram/AzureAD-incident-response/blob/main/README-OFFENSIVETECHNIQUES.md

» https://github.com/hevnsnt/Awesome_Incident_Response

» https://learn.microsoft.com/en-us/security/operations/token-theft-playbook

» https://call4cloud.nl/2021/08/the-battle-between-aadj-and-aadr/

Other resources
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https://www.cisa.gov/resources-tools/services/secure-cloud-business-applications-scuba-project
https://docs.microsoft.com/en-us/security/compass/privileged-access-access-model
https://aadinternals.com/aadkillchain/
https://www.cisa.gov/resources-tools/services/secure-cloud-business-applications-scuba-project
https://www.huntress.com/blog/legitimate-apps-as-traitorware-for-persistent-microsoft-365-compromise
https://github.com/WillOram/AzureAD-incident-response/blob/main/README-OFFENSIVETECHNIQUES.md
https://github.com/hevnsnt/Awesome_Incident_Response
https://learn.microsoft.com/en-us/security/operations/token-theft-playbook
https://call4cloud.nl/2021/08/the-battle-between-aadj-and-aadr/
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Thank YOU
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