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Entra ID:
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goals
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» On-prem AD

» Microsoft 365?

» Sharepoint, OneDrive, Exchange – version history, local copies, double trash bin

» Azure resources – SQL, storage, VMs
» https://www.safebreach.com/resources/one-drive-double-agent-clouded-onedrive-turns-sides/

» https://danielchronlund.com/2023/02/14/the-threat-of-microsoft-365-wiper-malware/

» https://threatpost.com/office-365-opens-ransomware-attacks-on-onedrive-sharepoint/180010/

Attackers’ goals: Ransomware?
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https://www.safebreach.com/resources/one-drive-double-agent-clouded-onedrive-turns-sides/
https://danielchronlund.com/2023/02/14/the-threat-of-microsoft-365-wiper-malware/
https://threatpost.com/office-365-opens-ransomware-attacks-on-onedrive-sharepoint/180010/
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Attackers’ goals: Business E-mail Compromise
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Source: https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf

https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
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Attackers’ goals: Business E-mail Compromise
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Source: https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf

https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
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» Blackmailing (company, individual)

» Espionage

Attackers’ goals: Data leak?
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Attackers’ goals: Initial Access Brokers (IABs)
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Source: https://securityboulevard.com/2023/01/threat-spotlight-top-illicit-sources-to-monitor-in-2023/ 

https://securityboulevard.com/2023/01/threat-spotlight-top-illicit-sources-to-monitor-in-2023/
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Attackers’ goals : other
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» Prestige

» Challenge

» Revenge

» Entertainment
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Entra ID:
Lateral
movement
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Lateral movement: why?
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» FOCI (https://github.com/secureworks/family-of-client-ids-research)

» Looting (mail, OneDrive, Sharepoint)

» SSPR (Self-server password reset)

» Getting „Compliant device“(https://aadinternals.com/post/mdm/)

Lateral movement: User privilege escalation
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https://github.com/secureworks/family-of-client-ids-research
https://aadinternals.com/post/mdm/
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» OneDrive „poisoning“ (User ->)

» Microsoft Power Automate (User ->)

» RDP (User ->)

» Intune (Admin ->)

Lateral movement: User/Admin to PC
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Lateral movement : OneDrive
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AAD-LateralOneDrive.mp4
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» Cookies, PRT, RT, AT reuse (-> User, Admin)

» Request admin help

» Application‘s secrets

Lateral movement: PC to User/Admin
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» Misuse workstation admin account

» No MFA/CA

» PSExec (https://medium.com/@talthemaor/moving-laterally-between-azure-ad-joined-machines-ed1f8871da56)

» NegoEx Relay (https://github.com/morRubin/NegoExRelay) 

Lateral movement: PC to PC
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https://medium.com/@talthemaor/moving-laterally-between-azure-ad-joined-machines-ed1f8871da56
https://github.com/morRubin/NegoExRelay
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» OneDrive „poisoning“ (-> User, Admin)

» Looting (mail, OneDrive, Sharepoint)

» Application rights missue (Owner, Application Admin -> Admin)

» Phishing

Lateral movement: User to User/Admin
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Lateral movement : Application misuse
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AAD-LateralPrivEsc.mp4
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» Cloud Kerberos Trust (https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/)

» Password reset

» Intune (Local admin group, Application deployment)

Lateral movement: AAD to AD
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https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
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» Unnoticed sidekick: Getting access to cloud as an on-prem admin
(https://aadinternals.com/post/on-prem_admin/)

» AAD Connect (local, hybrid users)

» AD FS (Golden SAML, MFA, hybrid+cloud users)

» Pass-through Authentication (PTA Agent) (only hybrid users)

» Seamless SSO (AZUREADSSOACC) (nedá MFA claim)

Lateral movement: AD to AAD
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https://aadinternals.com/post/on-prem_admin/
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» GDAP delegation (https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-
privileges-to-facilitate-broader-attacks/)

» AAD Cross-tenant sync (https://www.bleepingcomputer.com/news/security/new-microsoft-azure-ad-cts-feature-can-be-
abused-for-lateral-movement/)

Lateral movement: Cloud to Cloud
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https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
https://www.bleepingcomputer.com/news/security/new-microsoft-azure-ad-cts-feature-can-be-abused-for-lateral-movement/
https://www.bleepingcomputer.com/news/security/new-microsoft-azure-ad-cts-feature-can-be-abused-for-lateral-movement/
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Entra ID:
Persistence
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» Long-term espionage

» Time to find buyer (IAB)

» Blackmail better (ransomware)

Persistence: why?
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25Source: https://learn.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens 

https://learn.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens
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Persistence: Demo persistence on user
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AAD-PersistenceUser.mp4
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Persistence: Demo persistence on user CLI
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AAD-PersistenceUserCli.mp4
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» Cookie, PRT, RT, application password

» Add of authentication method (WHfB, FIDO, Authenticator, MFA [SSPR])

» Mail-Flow rules

» PowerApps 
» DEF CON 30 - Michael Bargury - Low Code High Risk - Enterprise Domination via Low Code Abuse

» https://www.zenity.io/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/

Persistence: on user
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https://www.youtube.com/watch?v=D3A62Rzozq4
https://www.zenity.io/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
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» Same as with on-prem PC

» Malware (program, service, driver, DLL sideloading)

» Scheduled task

» User account

» Legit RMM, or Remote Access app

Persistence: PC
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Source: https://attack.mitre.org/ 

https://attack.mitre.org/


PATRON-IT s.r.o. / Microsoft Entra ID: Lateral movement & Persistence

» AD FS (https://aadinternals.com/post/aadbackdoor/) (including 2FA claim)

» Seamless SSO (https://aadinternals.com/post/kerberos/)

» AAD Connect account

» CA authentication (strong authentication)
» https://entra.microsoft.com/#view/Microsoft_AAD_IAM/SecurityMenuBlade/~/CertificateAuthorities/menuId/IdentitySecureScore

» https://posts.specterops.io/passwordless-persistence-and-privilege-escalation-in-azure-98a01310be3f

» Application – new/existing (bypasses MFA and Conditional Access)
» (https://cyberdom.blog/2023/07/29/persistence-via-app-registration-in-entra-id/)

» Account with privileges (eg. LAPS)

» GDAP (https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-
broader-attacks/)

Persistence: on tenant
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https://aadinternals.com/post/aadbackdoor/
https://aadinternals.com/post/kerberos/
https://www.youtube.com/watch?v=D3A62Rzozq4
https://www.youtube.com/watch?v=D3A62Rzozq4
https://cyberdom.blog/2023/07/29/persistence-via-app-registration-in-entra-id/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
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Persistence: Demo persistence through CA
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AAD-PersistenceTenantCA.mp4
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» AAD will contain as same mess as AD

» Initial access: OneDrive share, GDAP

» DoS admin account

Other observations
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Summary
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» Attacks are happening, it is just beginning

» It will depend on monetization scenarios

» GA (Global Admin) rights are not always needed

» Unknown unknown are the most dangerous

» The sooner the better to stop the attack

Summary

34

Source: https://www.bleepingcomputer.com/news/security/hackers-ask-120-000-for-access-
to-multi-billion-auction-house/ 

https://www.bleepingcomputer.com/news/security/hackers-ask-120-000-for-access-to-multi-billion-auction-house/
https://www.bleepingcomputer.com/news/security/hackers-ask-120-000-for-access-to-multi-billion-auction-house/
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Sources
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» BlueHat Seattle 2019 || I'm in your cloud: A year of hacking Azure AD

» https://github.com/WillOram/AzureAD-incident-response/blob/main/README-OFFENSIVETECHNIQUES.md

» TR19: I'm in your cloud, reading everyone's emails - hacking Azure AD via Active Directory

» https://cloudbrothers.info/en/azure-attack-paths/

» https://aadinternals.com/

Where to find more knowledge
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https://www.youtube.com/watch?v=fpUZJxFK72k
https://github.com/WillOram/AzureAD-incident-response/blob/main/README-OFFENSIVETECHNIQUES.md
https://youtu.be/JEIR5oGCwdg
https://cloudbrothers.info/en/azure-attack-paths/
https://aadinternals.com/
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Thank  YOU
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