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Attackers’
goals
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Attackers’ goals: Ransomware?

» On-prem AD

» Microsoft 3657
» Sharepoint, OneDrive, Exchange — version history, local copies, double trash bin
» Azure resources — SQL, storage, VMs

» https://www.safebreach.com/resources/one-drive-double-agent-clouded-onedrive-turns-sides/

» https://danielchronlund.com/2023/02/14/the-threat-of-microsoft-365-wiper-malware/

» https://threatpost.com/office-365-opens-ransomware-attacks-on-onedrive-sharepoint/180010/
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2022 CRIME TYPES continued

By Victim Loss
Crime Type

Investment

Tech Support

Personal Data Breach
Confidence/Romance

Data Breach

Real Estate
MNon-Payment/Non-Delivery
Credit Card/Check Fraud
Government Impersonation
Identity Theft

Other

Spoofing

Advanced Fee

53,311,742,206

$806,551,993

€747 43R 136
) 4&,-—1-45,14‘._1

$281,770,073
$240,553,091
$189,205,75
5117,686,78
$107,92¢

$104,325,444

Lottery/Sweepstakes/Inheritance
5IM Swap

Extortion

Employment

Phishing

Overpayment
Ransomware

Botnet

Malware
Harassment/Stalking
Threats of Violence
IPR/Copyright/Counterfeit

Crimes Against Children

Attackers’ goals: Business E-mail Compromise

583,602,376

554,335,128
552,204,269

s F

552,089,159

55,621,402
54,972,099
54,591,177

e =
5577464

Source: https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
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Attackers’ goals: Business E-mail Compromise

Prednaska.

- ——— g —

: BEC podvody

Source: httos //www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf

PATRON-IT s.r.0./ Microsoft Entra ID: Lateral movement & Persistence


https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf

Attackers’ goals: Data leak?

» Blackmailing (company, individual) | ————
» ESp|Oﬂage Cs Cargo Group WWW.CSCargo.cz 2023-07-11 Play News

recent posts

Algotech www.algotech.cz 2023-06-27 Play News
fosfa.cz 2023-04-13 LockBit 3.0

stavinvest.cz 2023-03-18 LockBit 3.0 LockBit

stavbar.cz 2022-11-09 LockBit 3.0 friie -

Gaben.Cz 2021-11-28

amista.cz 2021-09-29 LockBit 3.0

&
..
..
.Y
&,
4
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Attackers’ goals: Initial Access Brokers (IABs)

RUSSIAN MARKET R 0 ¥ O @ I 5000
ii Stealer: System: Country: Links: parad Search by mask
il Al 0 ONLY WiTH CookiEs: [l
@ News 4 4 4
State: City: Zip:
B cw
Al Al
4 4
— oS 108
bj, Qubs ISP: Outlook Per page: Vendor Price
D ROP Mar domain.cor 10 v Al A Search
®) Newest () Okler
& Loes pre-order
Pre order
Sortable,
My orders Stealer Links Outlook Info Struct Date Size Vendor Price Action
| [ | | | [ Hy#it#titad
- archive.zi 2022.12.05 0.17Mt $10.00 8
| Vidar &1 Show more @ akarchivezip Y gold il
= Hy##t#ttad
5] PROs 2 o archive.zip
E Vidar LI - e , | | @ maarchivezis 2022.12.05 0.25Mb o $10.00 Buy
7] Checkers Riyadh Region Hy###itad
E] Aot Vidar B3 - 2 | | | | | @ - archive zip 2022.12.05 0.13Mb Ve i $10.00 Buy
Ethad Etsalat gold
o~
83 Tools
Hy###tad
Vidar I ! ! ! ! ! ! @ B2 archive.zip 2022.12.05 1.19Mb A $10.00 Buy
A | Show more.. gold
() My Purchases
Hy####ad
Vidar G ; | | | | @ &g archive.z 2022.12.05 0.20Mb L : $10.00 Buy
gold
@ support
| | | Hy###titad
5 archive.z
G ey Vidar 1 s . : o @ mdarchivezip 2022.12.05 0.01Mb ik $10.00 Buy
st Hy###tttad
Vidar L I ! ! ! ! ! i @ - archive.zip 2022.12.04 0.32Mb L 2 $10.00 Buy
A d more gold
Taiwan ¢ . . ! : .
#ittttad
Vidar 3 Kaohsking @ maarchivezip 2022.12.05 0.12Mb PESSEE S 61000 Buy
S | | Show more... gold
Hy###itad
Vidar I o ! ! I @ -2 archive zip 2022.12.05 0.18Mb i $10.00 Buy
e | | Show more. gold
Hy#tit#tad
Vidar 3 | ! | . L ! @ - archive. zip 2022.12.05 0.58Mb i . $10.00 Buy
| Show more. gold

Buy all logs from this page

Source: https://securityboulevard.com/2023/01/threat-spotlight-top-illicit-sources-to-monitor-in-2023/
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Attackers’ goals : other

» Prestige

» Challenge

» Revenge

» Entertainment
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Entra ID:
Lateral
movement
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Lateral movement: why?
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Entra ID: Tenant A

%/

On-prem AD: Company A

Private PC
Entra ID: Tenant B




Lateral movement: User privilege escalation

» FOC | (https://github.com/secureworks/family-of-client-ids-research)

» Looting (mail, OneDrive, Sharepoint)
» SSPR (Self-server password reset)
» Getting ,Com plla Nt device" https//aadinternals.com/post/mdm/)
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Lateral movement: User/Admin to PC

» OneDrive ,poisoning” (User ->)

» Microsoft Power Automate (User ->)
» RDP (User ->)

» Intune (Admin ->)

| | Built into Windows 11

Help reduce costly mistakes and improve security

Simplify and scale automation with hosted RPA

Ready-to-use examples
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Lateral movement : OneDrive

365-Stealer Configuration Run 365-Stealer Shutdown 365-Stealer

Folder's (1)

-

List all User from victim's tenant

T I - - -

Search into all victim's mails

et ok | i | e
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AAD-LateralOneDrive.mp4

Lateral movement: PC to User/Admin

» Cookies, PRT, RT, AT reuse (-> User, Admin)
» Request admin help
» Application’s secrets
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Lateral movement: PC to PC

» Misuse workstation admin account
» No MFA/CA

» pS Exec (https://medium.com/@talthemaor/moving-laterally-between-azure-ad-joined-machines-ed1f8871da56)

» NegoEx Relay (https://github.com/morRubin/NegoExRelay)
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Lateral movement: User to User/Admin

» OneDrive ,poisoning” (-> User, Admin)

» Looting (mail, OneDrive, Sharepoint)

» Application rights missue (Owner, Application Admin -> Admin)
» Phishing
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Lateral movement : Application misuse
-]

Recycle Bin

e

Microsoft
Edge

9

Google
Chrome

Scripts

A

ENG

[m)
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AAD-LateralPrivEsc.mp4

Lateral movement: AAD to AD

» Cloud Kerberos Trust (https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/)

» Password reset
» Intune (Local admin group, Application deployment)
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Lateral movement: AD to AAD

» Unnoticed sidekick: Getting access to cloud as an on-prem admin

(https://aadinternals.com/post/on-prem_admin/)

» AAD Connect (local, hybrid users)

» AD FS (Golden SAML, MFA, hybrid+cloud users)

» Pass-through Authentication (PTA Agent) (only hybrid users)
» Seamless SSO (AZUREADSSOACC) (neda MFA claim)
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Lateral movement: Cloud to Cloud

» GDAP d@'@g ation (https//www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-
privileges-to-facilitate-broader-attacks/)

» AAD Cross-tenant SYNC (https//www.bleepingcomputer.com/news/security/new-microsoft-azure-ad-cts-feature-can-be-
abused-for-lateral-movement/)

iii  Microsoft 365 admin center Search B & 7 @
= Home > Partner relationships Light mode
2 Home
2 st v Partner relationships
2 Devices v These are the partners that you autherized to work with your organization. Each partner has different responsibilities for
working with your organization, and some might have roles.
. Teams & groups ~
Fs  Roles v
& Resources v 3 items Filter ~ Search
5 Billing ~
Q  support ~ del d inistrative privileges (GDAP)
B Settings 2 . - -
' Partner | Authorized roles Role authorization O Expiration date Status
Domairis

Search & intelligence ¥ G e @Y

Org settings PATRON-GA g Global Administrator GDAP August 7, 2025 Active

Integrated apps

Directory sync errors Other partner types
Partner relationships
Microsoft Edge “  Partner | Partner type Role authorization L Roles
& sewp ' PATRON-IT s.ro. (1)
2 Reports ~ Indirect reseller AP Global Administrator, Helpdesk Administrator
@ Health 7 ~  TD SYNNEX Czech s.ro. (1)
Reseller N None assigne d

Admin centers.

@ Security

@ Compliance

5 Frdnaint Mananar
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https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
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Entra ID:
Persistence
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Persistence: why?

» Long-term espionage
» Time to find buyer (IAB)
» Blackmail better (ransomware)
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Microsoft Entra admin center P Search resources, services, and docs (G+/)

» Users

Diego Siciliani
User

Favorites

| & & Edit properties  [il] Delete () Refresh Q) Reset password Q Revoke sessions Manage view

Identity Overview . o .
Overview Monitoring Properties

Overview Audit logs

2 sign-in logs Basic info
Users
&2 Diagnose and solve problems

All users

Manage Diego Siciliani
diego.s@mhlab.cz
| Custom security attributes e Member

Deleted users

User settings Assigned roles

Groups A Administrative units User principal name diego.s@mhlab.cz Iy Group membe...

Groups Object ID 916e4a09-21bd-47d0-b5f3-f3a526931d¢

Devices Applications

Applications Created date time Jul 13, 2023, 2:17 PM

N Assigned roles
pplications ; Licenses User type Member

Enterprise applications I Devices Identities 47pgby.onmicrosoft.com Assigned licen...

App registrations Azure role assignments

_ My Feed

U Authentication methods
Protection

Troubleshooting + Support
Identity Protection A 2
B @ Enabled Last sign-in: Aug 19, 2023, 10:23 AM

Account status Sign-ins

B New support request

Conditional Access
Edit e all sign-ins

Authentication methods
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Change Password- Password- Non-password- Non-password- Confidential

based cookie = based token based cookie based token client token
Password expires Stays alive Stays alive Stays alive Stays alive Stays alive
Password changed  Revoked Revoked Stays alive Stays alive Stays alive
by user
User does SSPR Revoked Revoked Stays alive Stays alive Stays alive
Admin resets Revoked Revoked Stays alive Stays alive Stays alive
password
User revokes their Revoked Revoked Revoked Revoked Revoked
refresh tokens
Admin revokes all Revoked Revoked Revoked Revoked Revoked
refresh tokens for a
user
Single sign-out Revoked Stays alive Revoked Stays alive Stays alive

Source:; https://learn.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens



https://learn.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens

Persistence: Demo persistence on user

X @ mysignins.micr
My Account

e to the

= Overview

Security info Password Settings & Privacy

UPDATE INFO OR VIEW SETTINGS AND PRIVACY

Devices My sign-ins

e a part of

MANAGE DEVICES MANAGE ORGANIZATIONS

Office apps Subscriptions
—

85 u O
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AAD-PersistenceUser.mp4

Persistence: Demo persistence on user CLI

&= Windows PowerShell ISE
File Edit Tools Debug Add-ons Help
H & 0 M

Untitled1.ps1 } WHfB-MFAps1 X

Install-Module AADIntern -Scope CurrentUser
Import-Module AADInternals

$credentialls = Get-Credential -Credential diego.s@mhlab.cz

# Create device and do AAD Join

Get-AADIntAccessTokenForAADJoin -SaveToCache -Credentials S$credentials

$deviceName = "AAD-MHLAB-W11A"

Join-AADIntDeviceToAzureAD -DeviceName $deviceName -DeviceType 'Windows' -OSversion '10.0.22621.2134°'

WONOUVITHA WN =

# Register WHfB for user

$deviceld "230afa7a-a050-4d92-9ae0-910f802683b6"

$pfxFile ".\$deviceId.pfx"

$prtkeys = Get-AADIntUserPRTKeys -PfxFileName $pfxFile

$prttoken = New-AADIntUserPRTToken -Settings $prtkeys

Get-AADIntAccessTokenForwHfB -PRTToken S$prttoken -SaveToCache -Credentials S$credentials
Set-AADIntDevicewWHfBKey -PfxFileName S$pfxFile

# Join to intune

Get-AADIntAccessTokenForIntuneMDM -PfxFileName $pfxFile -SaveToCache -Credentials $credentials
Join-AADIntDeviceToIntune -DeviceName "AAD-MHLAB-W11A"

Start-AADIntDeviceIntuneCallback -PfxFileName ".\S$deviceId-MDM.pfx" -DeviceName S$deviceName

# llea WHFR Tnatdin

PS C:\Users\User> Import-Module AADInternals

Running script / selection. Press Ctrl+Break to stop. Press Ctrl~B to break into debugger. Ln2 Col1

@ soF

Ssunny
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AAD-PersistenceUserCli.mp4

Persistence: on user

» Cookie, PRT, RT, application password

» Add of authentication method (WHTfB, FIDO, Authenticator, MFA [SSPR])
» Mail-Flow rules

» PowerApps

» DEF CON 30 - Michael Bargury - Low Code High Risk - Enterprise Domination via Low Code Abuse

» https//www.zenity.io/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
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https://www.youtube.com/watch?v=D3A62Rzozq4
https://www.zenity.io/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/

Persistence: PC

» Same as with on-prem PC
» Malware (program, service, driver, DLL sideloading)
» Scheduled task
» User account
» Legit RMM, or Remote Access app

Persistence

les

Source: https://attack.mitre.org/
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Persistence: on tenant

» AD FS (https//aadinternals.com/post/aadbackdoor) (including 2FA Claim)

» Seamless SSO (https://aadinternals.com/post/kerberos/)

» AAD Connect account
» CA authentication (strong authentication)

» https://entra.microsoft.com/#view/Microsoft AAD_IAM/SecurityMenuBlade/~/CertificateAuthorities/menuld/IdentitySecureScore

» https:;//posts.specterops.io/passwordless-persistence-and-privilege-escalation-in-azure-98a01310be3f

» Application — new/existing (bypasses MFA and Conditional Access)

» (https://cyberdom.blog/2023/07/29/persistence-via-app-registration-in-entra-id/)

» Account with privileges (eg. LAPS)

» GDAP (https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-

broader-attacks/)
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https://aadinternals.com/post/aadbackdoor/
https://aadinternals.com/post/kerberos/
https://www.youtube.com/watch?v=D3A62Rzozq4
https://www.youtube.com/watch?v=D3A62Rzozq4
https://cyberdom.blog/2023/07/29/persistence-via-app-registration-in-entra-id/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/

Persistence: Demo persistence th

Home
Favorites
Identity

Protection

>

Microsoft Entra ID (Azure AD) ID Protection
th apps

Identity governance
Verifiable credentials
Permissions Management

Global Secure A (Preview) =

Verified ID Workload ID

D

&

® sz 0 &

adm-mh@mhlab.cz
MHLAB (MHLAB.C7)
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AAD-PersistenceTenantCA.mp4

Other observations

» AAD will contain as same mess as AD
» Initial access: OneDrive share, GDAP
» DoS admin account
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Summary
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Summary

» Attacks are happening, it is just beginning

» |t will depend on monetization scenarios

» GA (Global Admin) rights are not always needed
» Unknown unknown are the most dangerous

» The sooner the better to stop the attack

Source: https://www.bleepingcomputer.com/news/security/hackers-ask-120-000-for-access-

to-multi-billion-auction-house/
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Sources
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Where to find more knowledge

» BlueHat Seattle 2019 || I'm in your cloud: A vear of hacking Azure AD
» https://github.com/WillOram/AzureAD-incident-response/blob/main/README-OFFENSIVETECHNIQUES.md

» TR19: I'm in your cloud, reading everyone's emails - hacking Azure AD via Active Directory

» https://cloudbrothers.info/en/azure-attack-paths/

» https://aadinternals.com/
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