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‘ Microsoft Entra ID: What is it?

Microsoft Entra admin center

» New name for Azure AD

» Cloud version of Active Directory?

Favorites

» Higher level of protection

Identity

> &

Deleted groups

Microsoft Entra ID (Azure AD) ID Protd

d manage identities to connect them with apps, devices dentify and 3

Group settings

Applications Verified ID
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‘ Microsoft Entra ID: Why to care?

» Ransomware groups know AD better than defenders
» Entra ID is more recent than AD
» Almost everyone has Entra ID tenant

Future problem
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‘ Microsoft Entra ID: identity provider (IdP)?

» Single sign-on (SSO)

» Single logon credentials (user onboarding / offboarding)
» Logs at one place (audit, security)

» Native MFA support

» Conditional Acces (CA) — controls WHO can access WHAT (data / applications ) under
which CONDITIONS and PRIVILEGES.
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‘ Microsoft Entra ID: other characteristics

» SSO for cloud and on-prem apps

Accompanying products:

» Intune (~GPO)

» Information Protection for M365

» Defender for * (AV, EDR, cloud apps, identity)
» Privileged ldentity Management (PIM)
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‘ Microsoft Entra ID vs Active Directory

Same features:
» Users

» Groups

» Devices

» +/- GPO
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Microsoft Entra ID vs Active Directory

Active Directory

‘ Microsoft Entra ID
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ﬁ‘ Home
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Learn & support
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Microsoft Entra ID vs Active Directory

‘ Microsoft Entra ID B Active Directory

» OQauth » NTLM
» SAML » Kerberos
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Microsoft Entra ID vs Active Directory

‘ Microsoft Entra ID B Active Directory

v — ] b
B Pihlagen k iétu x +

<« > C @ login.microsoftonline.com/common/oauth/v2.0... a e Host H

B® Microsoft
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\Z? PouZit kli¢ zabezpeeni
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Sign-in options
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Microsoft Entra ID vs Active Directory

‘ Microsoft Entra ID

Method

Windows Hello for Business
Microsoft Authenticator (Push)
Microsoft Authenticator (Passwordless)
Authenticator Lite

FIDO2 security key
Certificate-based authentication
OATH hardware tokens (preview)
OATH software tokens

SMS

Voice call

Password

Primary authentication
Yes
No
Yes
No
Yes
Yes
No
No
Yes
No

Yes

Secondary authentication
MFEA*
MFA and SSPR
No
MFA
MFA
No
MFA and SSPR
MFA and SSPR
MFA and SSPR

MFA and SSPR

Active Directory

» Password

» Smart card

Source:
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https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods

Entra ID:
Attack surface
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Today’s agenda?

» |nitial foothold
» Summary of present cloud and on-prem threats
» Cloud-only (no hybrid, for simplicity)
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Microsoft Entra ID is safer, right?

» Cloud - work from everywhere (vs. AD epoch)
» BYOD - work from any device (vs. AD epoch)
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Cloud -> Phishing: @ Malware

Security Warmning  Macos have been @

n Oﬁlce This document is protected

Open the document in
Microsoft Office.
Previewing online is
not available for
protected documents

Source:
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If this document was
downloaded from your
email, please click
"Enable Editing” from
the yellow bar above

Once you have enabled
editing, please click
"Enable Content” from
the yellow bar above



https://www.linkedin.com/pulse/how-dridex-threat-actors-craft-phishing-attacks-exploits-jitendra-das/

Cloud -> Phishing: @ Steal credentials
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MFA-Phishing.mp4

Cloud -> Phishing: @ Steal credentials

Authentication method combination

FIDO2 security key
Windows Hello for Business

Certificate-based authentication (Multi-
Factor)

Microsoft Authenticator (Phone Sign-in)

Temporary Access Pass (One-time use
AND Multi-use)

Password + something you have'

Federated single-factor + something you

have!

Federated Multi-Factor

Source:

MFA Passwordless MFA Phishing-resistant MFA
strength strength strength

v v v

v 4

v v v

L &

v

v

v

v
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https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-strengths

Cloud -> Phishing: @ lllicit Consent Grant

+

analyzer.mhlab,

365-Stealer Configuration Run 365-Stealer Shutdown 365-Stealer

Folder's (0)
List all User from victim's tenant

T 1S TR |- '

Search into all victim's mails

Bo ains () HasAtiachments @
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AAD-IllicitConsent.mp4

Cloud -> Phishing: @ Illicit Consent Grant

What doesn't help

» URL inspection

» MFA

» Phishing resistant authentication

» Conditional Access (except default deny)

It is longterm access

PATRONE-IT s.r.0./ Microsoft Entra ID: Attack surface

19



oud -> Phishing
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AAD-DeviceCodeFlow.mp4

Cloud -> Phishing: @ OAuth Device code flow

What doesn't help

» URL inspection

» MFA

» Phishing resistant

» Conditional Access (except require Hybrid/Compliant Device)

It is longterm access
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Oauth 2.0
Excursion
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Active Directory Excursion

Attacker’'s gold:

» Login credentials (Plaintext creds)
» NT Hash (NTLM)

» TGT a TGS (Kerberos)

Authentication Id

Session

User Name

Domain
SID

» Domain

» NTLM

» SHA1
tspkg =

»* Username
» Domain

»* Password
wdigest =

»* Username
»* Domain

» Password
kerberos :
»* Username
»* Domain

»* Password
ssp =
credman :

B ; 2858340 (BVNRBAAG:BB2H9d64)

Service from O

svc—SQLDBEnginef1

ADSECLAB
$-1-5-21-1473643419-774954089-2222329127-1607

svc—-SQLDBEngineB1

ADSECLAB
dBabhfcBch689f4cdc895%9a1411499096
467f08516e6155eed608668827hBa4dahSeecefacd

svc—SQLDBEngine@1
ADSECLAB
ThisIsAGoodPassword99?

suc—SQLDBEngine@1
ADSECLAB
ThisIsAGoodPassword99?

svc—SQLDBEngine@1
LAB.ADSECURITY .ORG
ThisIsAGoodPassword99?

Source:
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https://adsecurity.org/?page_id=1821

Oauth 2.0 - principle simplified

ID Token
|s redirected ——Is redirected back

https://is.mhlab.cz https://login.microsoftonline.com https://is.mhlab.cz
User logins to O365

Token icon source:
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https://auth0.com/blog/ultimate-guide-nextjs-authentication-auth0/

Oauth 2.0 - principle simplified

» Authentication to without password disclosure

» But what if we want to allow (authorize) the app to access data at other service (e.g.
Outlook to Exchange Online)?

PATRONE-IT s.r.0./ Microsoft Entra ID: Attack surface

25


https://is.mhlab.cz/

Oauth 2.0: tokens

» ID Token: proofs who we are

» Access Token - the bearer can access
,defined" resources. Validity 60-90
Mminuts.

» Refresh Token — allows to request
new Access Token. Validity 90 days to
inifinity.

» Access and Refresh tokens are tight to

specific application and scoped to set of
privileges.

» All the tokens are sensitive
iInformations (same as credentials).

Source:

Delegated access

User
permissions

App

privileges Data at

resource

App
permissions

"Access on behalf of a user”
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https://learn.microsoft.com/en-us/azure/active-directory/develop/permissions-consent-overview
https://learn.microsoft.com/en-us/azure/active-directory/develop/permissions-consent-overview

Oauth 2.0 - zjednoduseny princip

00w

Access ID Token Refresh
Token Token

Vstsﬁ Is redrected@s redirected back@

https://is.mhlab.cz https://login.microsoftonline.com https://is.mhlab.cz
User logs-in to 0365

Server generates
the contect of
the webpage

Server hosting

Received Access Token gives access ) is.mhlab.cz
to user's mailbox at Exchange Online 3 i /y

g At

Token Refresh
Access Token
Token

Azure cloud

Token icon source:

PATRONE-IT s.r.0./ Microsoft Entra ID: Attack surface


https://auth0.com/blog/ultimate-guide-nextjs-authentication-auth0/

Oauth 2.0: Outlook

B Microsoft
& Outlook |

diego.s@mbhlab.cz
Enter password

eecccccccccccce
Email address

[

Advanced options v

No account? C

Terms of use  Privacy & cookies

B ﬁ A&
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Oauth 2.0: Outlook

File Home

N ~ i~ W]~ S 9 = hare to Tea

Stay signed in to all your apps

Windows will remember your account and automatically sign you in to your apps and
websites on this device. This will reduce the number of times you are asked to login.

nhlab.cz

h Folders

No, sign in to this app only

Ve OQ=Co %
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auth 2.0: Tokens demonstration

O | 3 365-Stealer Management

<&~

(@]

wt.ms

by10eXA101IKV1QiLCIub25] m1Z1A1HmdZR21Pelix LubillvdUIQYTRNS1Idk9F Q102 ZGHQYKZ6dnZUSTgi L CIhbGe Jz11Ni IsIng1dCI6111LSTNROWSOU diUm
9meG11WmIY I TWkd1dy s ImtpZCI6111LSTNROWSOU diUmOmeG11himoY I Thkd1dy9 . eyIhdWQiOiJodHRwczovL 2dyYXBoLmpY3Ivc29mdC5ib20vIiwiaXNzIjoiaHR
cySUZXQUMDZ3YzdkNjgtYHQ10S@B0TQzL Tk10GULY ZVmNWIAMGIhZ Uz Ly IsImLhdCIGMTYSMDCYNTMyMSwibmImI joxNkwNzI1MzIxLCI1eHALO
@0DQs ImF§Y3Q10jAs ImF ¢4 16151 L CIhaW8101 JBWVFBZS8AVUFBQUF pdEVoL 2Y2bjgrbE1BUHQzNmF hRU9SAWVKC 3dIL 1BoN1BENKOTbTRAMEF xam91eGITOKS
qZ2trHF1VcGkwbURKAVQy THhwenpaekhDMngul 2ZHMnZoaU1WT Y5229 1Nk1 3Kn Tybk tNVWSEYmVXb3VpVAZMihzRG1QMW1 2Z T1yQ3Q2QWQ8en] rdThiOX 1eGaWN2NSSOtGe
EhicitVTnZoOWhZOWN1VDBOTHs9Tiwi YW1y TipbInB3ZCIsInIzYSTsImimYSIdLCIhcHBFZG1zcGxheWShbWUi01 INMZY1TFNLY3VyaXRSIEFuYWxSemVyTiwiYXBuwahQioil
FOGMBOKMyMi @21 Q3LTQSY2UtYTk10C0yZGYSOWNLOTNIOTALLCIhcHBPZGFj ci1615EL CIKZXZpY2VpZCI6T c4YmEZODZ1LWM3ZmQtNDBhYS1iNZE2LIWUANZ 1hNDNmMZAN
yIsImZhbWLseVIuYW11150iU21ahxpYWSpIiwiZ212ZW5FbmFtZSI6TkRpZWdvT iwiaWR@eXA10iI1c2VyTiniaXBhZGRyI501i0TUUODIUMTULL jk2IiwibmFtZSI6IkRpZHd
VIFNpY21saWFuaSTs Im9pZCI6T kxNmUBYTASLTIxYmQtNDAKMCLiNWYZLIYZYTUyNjkzMNQ2Ny Ts InBsYXRmIjoiMyTsInB1aWQi0iIxMDAZMIAuMKIFQzc5QIQ4TinicmgiO
1 Tul kFhOEFhSDNNQmxt dF EwbVZqc1gxdUF1d1V3 TUFBQUF BQUF BQXdBQUF BQUF BQUFDAKF CNCA1LCI2Y3A101 JGabix1cy5SZWFKV3IpdGUuQMxs TEThakwuUmVhZCBNYW1sL1N
1bmQgTWF pbGJveFN1dHRpbmdzL1J1YWRXcm10ZSBOb3R1cy5SZWFKLKF sbCBVC2VyL 171YWQgVXNLCi5SZWFkQF zakiMuQiixs Tiwic21nbmluX3NOYXR1IjpbImttc2kiXSwic
3Vi T§oi SHZFV§ Ixc INIQkSaRTRQNXASAFRXOTFQN2§SERpUKZNCWd TWkoBVV15Zy Ts InR 1bmF udF 9y ZWdpb25 fc 2NvcGUi01 IFVSTs InRpZCI6T§A2Y2M3ZDYALWFKNTKENDK
@My@SNTh1LWM1Z§V10DB1 YWY 1My Ts InVuaXF1ZVouYl111§0i2611728uc@BtaGxhYi5jeilsInVubiT6ImRpZWdvLnNAbWhS YWIUY301L CI1dGki0iIPZIFxQmledHQubUtzS
DVBTO1ZTUFBIiwidmVyIj0iMSawlinid21kcyT6hy]iNz1mYmY@ZCOZzZWYSLTQ20DktODEGMy@3NmIXOTR10DULMDK iXSwieG1zX3RZHQi0FE20DkyMzUANAs Inhtc190ZG)
yIjoiRVUifQ. YOK \TI3kSbab F7Wb6_cdEn tL KHv! wgQg ) Dy K 1
b

This token w:

Decoded Token
{

"typ": "IWT",
"nonce”: "ilfP52gYGmOyleYcouBPadMKRVVOECZ6dcPbFzvFTI8",
RS256",
-KI3Q9nNR7bRofxmeZoXgbHZGew"
-KI3Q9nNR7bRofxmeZoXgb

"https://graph.microsoft.com/",
"https://sts.windows.net/06cc7d68-ad59-4943-958e-c5f5b80baf53/",
1690725321,

: 1690725321,
1690730484,

\YOAe /8UAAAAitEh/f6n8+1IAPt36aaEOvuedswI/Ph6PD60SMAg0AaiobxbS9niekkXYUni@mDduT2N Zvh(C2x0/G2vhiIV069g0e6MwZr2nKMUnDbeWouileY1hsDiP

P search = D - C D
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AAD-TokenIntroduction.mp4

Oauth 2.0: PRT

» Primary Refresh Token (rules them all)
» Entra ID Joined, Hybrid, Registered devices
» Chranén TPM
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Oauth 2.0: Tokens

» We don't save passwords to app no more, but tokens.
» What is the benefit on company’'s PC?
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Back to
BYOD
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BYOD: what'’s the problem?

» Devices are not under company’'s management (hardening and monitoring)
» Often compromised (

)

» Contains company's credentials, tokens (PRT, RT, AT), cookies.

PATRONE-IT s.r.0./ Microsoft Entra ID: Attack surface

34


https://www.bleepingcomputer.com/news/security/over-400-000-corporate-credentials-stolen-by-info-stealing-malware/
https://www.bleepingcomputer.com/news/security/over-400-000-corporate-credentials-stolen-by-info-stealing-malware/

BYOD: token stealing

LVIBSTES

Outlook

Microsoft 365
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AAD-TokenDumping.mp4

BYOD: token stealing

» The same is valid for RT (refresh token)
» Misuse of PRT (primary refresh token)

» Safety of a token is not related to authentication method (password, MS
Authenticator, WHfB, FIDO?2)

» Conditonal Acces is evaluated only during Access Token issuance
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BYOD: token stealing
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AAD-IdentityCookie.mp4

BYOD: cookie stealing

» SINg-in to one app compromise whole identity
» CA Sign-in frequency

Sign-in frequency @

(®) Periodic reauthentication
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Identity as perimeter?

|% %

Password

a

Authenticator
(Phone Sign-in)

‘e

Window
Hello

FIDO2 security key Username+Password

A

Primary Refresh Token

Cookie (login.microsoftonline.com)

O

Certificates

Mailbox (self-serve password reset, 2FA)
Cookies

Refresh Token(s)

Access Token(s)

SAML Token(s)

Company's data (Exchange, OneDrive,

Sharepoint)
Selfe-Serve

Password Reset



Other
threats
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Other threats

» Threats outside of our control — exploitation of MS
» Incident from 07/2023 - leak of token signing keys

» Compromising of mobile phone (passwordless, tokens [PRT,RT,AT])
» Self-serve password reset portal

Password reset | Authentication methods

MHLab - Azure AD for workforce

#, Diagnose and solve problems

PATRONE-IT s.r.0./ Microsoft Entra ID: Attack surface
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https://www.wiz.io/blog/storm-0558-compromised-microsoft-key-enables-authentication-of-countless-micr
https://www.wiz.io/blog/storm-0558-compromised-microsoft-key-enables-authentication-of-countless-micr

Summary
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Initial vector

» Credentials leak from other service

» Phishing
» Malware execution
» Theft of credentials
» lllicit Consent Grant
» Device code flow

» Threats on PC/device (particularly BYOD)
» Keylogger / theft of credentials
» Theft of artefacts (tokens)
» Abuse of PC to issue new tokens (benefit from PRT)

» Login credentials
» Physical theft (e.g. token, smart phone)
» Control of authentication device (e.g. smart phone, passwordless)

» Mistakes on Microsoft side
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Resources
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Where to find more knowledge

» OAuUth 2.0 and OpenlID Connect (in plain English) -

» Tokens, everywhere! -
»
)) 4
»

»

PATRONE-IT s.r.0./ Microsoft Entra ID: Attack surface
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https://www.youtube.com/watch?v=996OiexHze0
https://www.youtube.com/watch?v=8qEh1pc0tT8&t=3584s
https://aadinternals.com/
https://dirkjanm.io/
https://github.com/WillOram/AzureAD-incident-response
https://www.alteredsecurity.com/post/Introduction-To-365-Stealer
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